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INTRODUCTION

1. Pakistan Information security Framework: *“Essential SSDLC
Controls” outlines the baseline of information security SSDLC controls
for federal and provincial government ministries, divisions and
departments, autonomous bodies, corporations, CERTs and designated
Cllis.

2. This framework applies to all individuals and entities involved in
the development, acquisition, deployment, and maintenance of
software and applications. It covers all types of applications and
environments, ensuring that security controls dre systematically
integrated throughout every phase of the software life cycle to protect
personal, sensitive, and business-critical data in compliance with
national cybersecurity and information security regulations and

standards.

SSDLC CONTROLS

3. All those organizations involved in software development for other
organizations or for internal use shall ensure that requirements for SSDLC
shall be defined, documented, approved and implemented.

4. The requirements for SSDLC shall have but not limited to the
following:

a) Embed security from the earliest stages of software
development and ensure alignment with recognized secure
development standards and frameworks.

b) Security integrated throughout all phases of the SDLC,
including requirements analysis, architecture and design, threat
modeling, development, testing, deployment, and maintenance,

incorporating risk, compliance and regulatory consideration.
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c) Security validation and approval of code before release,
with post-implementation reviews.

d) Appropriate role based training for developers and
evaluators in secure coding practices, secure design principles,
and emerging threats relevant to the technologies in use.

e) Separate  development, testing, and  production
environments with controlled access, change management, and
monitoring.

f) Maintain secure repositories for source code, build artifacts
and configuration items.

9) Security review and approval for all commercial, open-
source, and third-party components (softwore libraries, modules,
middleware, etc.) before acquisition and integration.

h) Adoption of approved tools for code scanning, security
testing, dependency management, and version control,
integrated into the CI/CD pipeline.

i) Comprehensive testing through expert code reviews and
manual/automated assessments of all software and applications
(e.g. SAST, DAST, IAST, SCA), appropriate to the application’s risk
and criticality.

i) Ensure that independent or third-party security testing as
per PSS is performed for critical software and applications as part

of the secure development and acquisition lifecycle.






