NCA-26.051425 — National CERT Advisory — Phishing Email Threats:
Detection, Prevention, Protection, and Best Practices

Introduction

Phishing emails remain one of the most persistent and dangerous threats in the cyber landscape,
affecting individuals across all sectors and demographics. These attacks aim to manipulate
recipients into taking actions that compromise their security, such as clicking on malicious links,
downloading infected attachments, or divulging personal or financial information. The
sophistication and frequency of phishing campaigns continue to grow, often exploiting current
events, emotional triggers, and trusted brands or authorities.

This advisory is intended to help the general public recognize, prevent, and respond to phishing
threats. It outlines typical phishing techniques, warning signs, potential impacts, and best
practices for digital hygiene.

Threat Overview

Phishing emails can appear highly convincing, mimicking legitimate communications from well-
known institutions or individuals. Their primary objective is to:

« Trick recipients into revealing confidential information (e.g., login credentials, credit card
numbers)

« Infect devices with malware through seemingly harmless attachments or embedded links
o Redirect users to counterfeit websites that harvest data or perform drive-by downloads

These campaigns may target individuals indiscriminately or be tailored to specific users (spear
phishing). The attackers often exploit psychological techniques such as urgency, fear, or curiosity
to provoke immediate action.

Common Phishing Tactics

Technique Description

Email Spoofing Forging sender identity to impersonate a legitimate source

Urgency and Pressure Imposing artificial deadlines or crises to provoke rash
decisions

Emotional Manipulation Leveraging fear, sympathy, or excitement to bypass rational
judgment

Malicious Attachments Disguising harmful files as important documents

Deceptive Hyperlinks Concealing malicious links behind innocuous-looking text




Impersonation of Posing as government, law enforcement, or company

Authorities executives

Personalized Content Using personal information to craft realistic and believable
messages

Recognizing a Phishing Email

Phishing emails may exhibit one or more of the following warning signs:

1.
2.
3.

Sender Email Inconsistencies: Slight alterations in domain names or user IDs
Generic Greetings: Use of vague salutations like "Dear User" instead of your name

Grammar and Spelling Errors: Poor language indicative of non-professional
communication

Unexpected Requests: Asking for urgent payments, credential resets, or identity
confirmation

Unusual Attachments or Unverified Attachments: Files with unexpected formats or
from unfamiliar senders

Fake Hyperlinks: Embedded links that redirect to suspicious or unrelated domains

Too-Good-to-Be-True Offers: Promises of prizes, discounts, or refunds without clear
reason

Embedded Links in Innocuous Text: Hidden malicious links may be embedded under
trusted-looking keywords or phrases (e.g., “click here” or “access document”).

Potential Consequences of Falling Victim

Phishing attacks can result in a wide range of adverse outcomes, including:

Identity Theft: Misuse of personal data to impersonate victims

Financial Loss: Unauthorized access to bank accounts or fraudulent transactions
Device Compromise: Infection with spyware, ransomware, or remote-access trojans
Loss of Sensitive Information: Exposure of private documents or communication

Reputation Damage: Unintended forwarding of phishing emails to contacts or public
platforms

Best Practices for Phishing Prevention

1. Personal Vigilance



« Treat all unexpected emails with skepticism, especially those requesting urgent
action.

o Carefully inspect sender addresses, even when they appear legitimate at first
glance.

« Avoid clicking on links or opening attachments unless you are absolutely sure of
their authenticity.

2. Digital Hygiene

o Keep your operating system and all software (including browsers and antivirus tools)
up to date.

o Use trusted antivirus/anti-malware tools and enable automatic threat detection
features.

e Avoid using public or unsecured networks for accessing sensitive services.
3. Account and Credential Security
« Use strong, unique passwords for each of your online accounts.
o Enable multi-factor authentication (MFA) whenever available.
o Change your passwords regularly and avoid reusing them across services.
4. Safe Browsing and Communication
e Only enter credentials on secure websites (look for HTTPS and valid certificates).
« Bookmark frequently visited and sensitive websites to avoid mistyped URLs.

« Refrain from sharing personal data through email, especially in response to
unsolicited messages.

5. Ongoing Awareness and Education
« Stay informed about the latest phishing techniques and attack trends.
« Educate family members, particularly children and the elderly, about online safety.

o Consider attending public cybersecurity awareness sessions or webinars.

Remediation Steps

Steps to Take If You Encounter or Fall Victim to a Phishing Email:
1. Do not interact with the email further once suspicion arises.
2. Take a screenshot of the message and any associated links.

3. Report the email to authorities or your email service provider.



4. Delete the message from your inbox and trash folder.

5. Run a full system scan using updated security tools if you've clicked a link or opened
an attachment.

6. Change affected passwords immediately, and monitor relevant accounts for unusual
activity.
Incident Response and Reporting
In case of exposure or compromise:
o Disconnect the affected device from the internet to prevent further data exfiltration.

« Use a clean system to change all passwords associated with potentially exposed
accounts.

o Contact relevant service providers (banks, ISPs, email platforms) for support.

Call to Action

Cybersecurity is a shared responsibility. Every citizen plays a role in building a secure digital
society.

The National CERT urges:
« Heightened awareness and skepticism when dealing with electronic communications.
« Adoption of strong cyber hygiene and security tools.

o Proactive reporting of suspicious messages to contribute to collective defense.



